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Executive Summary
In the past few years, many of the new devices connected to the Internet have not been personal computers, 
but rather a variety of devices embedded with Internet connectivity and functions. This class of devices has 
generally been described as the Internet of Things (IoT) and has brought with it new security and privacy risks.

Details
As the popularity of IoT (Internet of Things) devices grows in 2021 — hackers are looking to exploit these 
devices for valuable information. There are multiple reasons why hackers choose to target IoT devices. For one, 
most IoT devices don’t have enough storage to install proper security measures. These devices often contain 
easy-to-access data such as passwords and usernames, which then can be used by hackers to log into user 
accounts and steal valuable information, such as banking details. Hackers can also use internet-based cameras 
and mics to spy on and communicate with people — including young children via smart baby monitors. These 
devices can also act as weak points in a corporation’s network, meaning hackers can gain access to entire 
systems through unsecured IoT devices — spreading malware to other devices across the network. 
Imagine a SMART bulb or HVAC unit in a secure network operation centre beaconing its own radio protocol. 
Connected devices like these provide back doors for an attacker who might be sitting in the parking lot or 
building, one that might allow access to an otherwise secure environment. Because traditional security controls 
and network-security devices are not designed to detect and mitigate these types of threats, IoT devices pose 
a serious risk to enterprise infrastructure if they aren’t properly managed. Partners need to figure out how to 
help.
There are typically no security mechanisms at the IoT endpoint, and the attacker can remain hidden within a 
traditional enterprise security framework.
Mitigating IoT threats typically requires that the enterprise upgrade firmware and closely manage components. 
Both of these tasks can take a substantial amount of time, which is one reason IoT security is a great opportunity 
for partners.

Common IoT Attacks 
Detailed analysis of IoT device threats and vulnerabilities. The following list outlines the most common attacks 
we’ve seen on IoT devices.
• Privilege escalation.
• Eavesdropping.
• Brute-force password attacks.
• Malicious node injection.
• Firmware hijacking.
• DoS.
• Physical tampering.

Severity
HIGH

Affected Devices
IOT Devices



Suggested Action
• The IoT Device Industry Should Consider an Industry Cybersecurity Program.
• IoT Devices Should Have a Mechanism for Automated, Secure Software Updates
• IoT Devices Should Use Strong Authentication by Default.
• IoT Device Configurations Should Be Tested and Hardened.
• IoT Devices Should Follow Security & Cryptography Best Practices

Reference
• https://www.channelfutures.com/best-practices/iot-insecurity-6-common-attacks-and-how-to-protect-

customers
• https://www.bitag.org/report-internet-of-things-security-privacy-recommendations.php
• https://www.safetydetectives.com/blog/most-dangerous-new-malware-and-security-threats/ 
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Disclaimer
The security advisory, and information contained herein, are provided on an “as is” basis and do not imply 
any kind of guarantee or warranty, including the warranties of merchantability or fitness for a particular use. 
Your use of the advisory, and information contained herein. Or materials linked from the advisory, is at your 
own risk. Information in this advisory and any related communications is based on our knowledge at the 
time of publication and is subject to change without notice. Itorizin-labs reserve the right to change or update 
advisories at any time.


