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Executive Summary
Vulnerabilities in a popular WordPress plugin Fastest Cache could allow an attacker to gain access to credentials 
and takeover an admin account.

The security flaws in the extension, which has more than one million active downloads, were discovered during 
an internal audit of the software by Jetpack Security.

Details
The first flaw, an SQL injection vulnerability which has a CVSS score of 7.7, could grant attackers access to 
privileged information from an affected site’s database, for example usernames and hashed passwords.
This SQL injection bug can only be exploited if the classic-editor plugin is also installed and activated on the 
site.
Researchers also found a cross-site scripting (XSS) bug via a cross-site request forgery (CSRF) flaw that has a 
CVSS score of 9.6. Exploitation of this vulnerability would allow an attacker to perform the same actions as 
their victim, potentially an admin user, had privileges to enact.
The same research team also discovered that they had the ability to store “rogue JavaScript” on the affected 
target.
In a blog post, the researchers from Jetpack provided more technical detail on how they were able to demonstrate 
the attacks. They credited researcher Marc Montpas with the original finding.
A timeline also showed that it took less than five weeks from initial contact with the vendor for them to fix the 
issue.

Severity
HIGH

Affected Devices
• WordPress plugin Fastest Cache

Suggested Action
 •     Fastest Cache users are urged to update to the latest version 0.9.5 to protect against these various 

vulnerabilities.

Reference
•  https://portswigger.net/daily-swig/injection-vulnerabilities-in-popular-wordpress-plugin-could-

expose-credentials-allow-admin-access
• https://jetpack.com/2021/10/14/multiple-vulnerabilities-in-wp-fastest-cache-plugin/



Revision Status
Version 1.0 published on 14th October 2021

Feedback
connect@itorizin.in

Disclaimer
The security advisory, and information contained herein, are provided on an “as is” basis and do not imply 
any kind of guarantee or warranty, including the warranties of merchantability or fitness for a particular use. 
Your use of the advisory, and information contained herein. Or materials linked from the advisory, is at your 
own risk. Information in this advisory and any related communications is based on our knowledge at the 
time of publication and is subject to change without notice. Itorizin-labs reserve the right to change or update 
advisories at any time.


