
SECURITY ADVISORY

Adrozek Malware 

December 2020



Executive Summary
Microsoft warned of a new malware named Adrozek that infects devices and hijacks Chrome, Edge, and Firefox 
browsers by changing their settings and inject ads into search results pages. Users are redirected to fraudulent 
domains where they are tricked into installing tainted software.

A persistent malware campaign has been actively distributing an evolved browser modifier malware at scale 
since at least May 2020. At its peak in August, the threat was observed on over 30,000 devices every day. 

Details
Microsoft says that, currently, the malware 
is distributed via classic drive-by download 
schemes. Users are typically redirected from 
legitimate sites to shady domains where 
they are tricked into installing malicious 
software. The boobytrapped software installs 
the Adrozek malware, which then proceeds 
to obtain reboot persistence with the help of 
a registry key.

To make sure the browser’s security features 
don’t kick in and detect unauthorized 
modifications, Adrozek also modifies some 
of the browsers’ DLL files to change browser settings and disable security features.
Modifications performed by Adrozek include:
• Disabling browser updates
• Disabling file integrity checks
• Disabling the Safe Browsing feature
• Registering and activating the extension they added in a previous step
• Allowing their malicious extension to run in incognito mode
• Allowing the extension to run without obtaining the appropriate permissions
• Hiding the extension from the toolbar
• Modifying the browser’s default home page
•  Modifying the browser’s default search 

engine

All of this is done to allow Adrozek to 
inject ads into search results pages, ads that 
allow the malware gang to gain revenue by 
directing traffic towards ad and traffic referral 
programs.
 
Although modern browsers have integrity 
checks to prevent tampering, the malware 
cleverly disables the feature, thus allowing 
the attackers to circumvent security defences 



Severity
HIGH

Affected Devices
Microsoft Edge, Google Chrome, Yandex Browser, and Mozilla Firefox browsers.

Suggested Action
• Clear all extensions and unwanted computer programs.
• Make sure your browsers are set to the correct browsers in settings (including the URL)
• Run anti-virus on my computer.
• Update your browser.
• Blocks annoying browser’s notifications
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Disclaimer
The security advisory, and information contained herein, are provided on an “as is” basis and do not imply 
any kind of guarantee or warranty, including the warranties of merchantability or fitness for a particular use. 
Your use of the advisory, and information contained herein. Or materials linked from the advisory, is at your 
own risk. Information in this advisory and any related communications is based on our knowledge at the 
time of publication and is subject to change without notice. Itorizin-labs reserve the right to change or update 
advisories at any time.

and exploit the extensions to fetch extra scripts from remote servers to inject bogus advertisements and gain 
revenue by driving traffic to these fraudulent ad pages.


