
SECURITY ADVISORY

StrandHogg Malware Attack

October 2020



Executive Summary
Another day, another malware has become the talk of town. This time, you won’t even come to know of its 
existence within your Android smartphone. Experts are calling it the “StrandHogg”. According to them, this 
malware disguises itself in the form of basic apps that are available on various app stores for Android users.

Details
The vulnerability, dubbed StrandHogg affects all devices running Android. It’s the “evil twin” to an earlier 
bug of the same name, according to Norwegian security firm.  StrandHogg works by tricking a victim into 
thinking they’re entering their passwords on a legitimate app while instead interacting with a malicious overlay. 
StrandHogg can also hijack other app permissions to siphon off sensitive user data, like contacts, photos, and 
track a victim’s real-time location.

Lookout, a partner of Promon, 
confirmed that they have identified 
36 malicious apps exploiting the 
vulnerability. Among them were 
variants of the BankBot banking 
trojan observed. During testing, 
Promon researchers found that 
all of the 500 most popular apps 
are vulnerable to StrandHogg. All 
versions of Android affected, incl. 
Android 10.
 
The vulnerability makes it possible for a malicious app to ask for permissions while pretending to be the 
legitimate app. An attacker can ask for access to any permission, including SMS, photos, microphone, and GPS, 
allowing them to read messages, view photos, eavesdrop, and track the victim’s movements.
The attack can be designed to 
request permissions which would 
be natural for different targeted 
apps to request, in turn lowering 
suspicion from victims. Users 
are unaware that they are giving 
permission to the hacker and not 
the authentic app they believe 
they are using.
By exploiting this vulnerability, 
a malicious app installed on the 
device can attack the device and 
trick it so that when the app icon of a legitimate app is clicked, a malicious version is instead displayed on the 
user’s screen.
 
When the victim inputs their login credentials within this interface, sensitive details are immediately sent to 
the attacker, who can then login to, and control, security-sensitive apps.

 

 



Severity
HIGH

Severity
Android

Suggested Action
•  Never download apps from unauthorised or illegitimate apps stores.
•  Protect your phone with Passwords
•  Immediately install all the OS once they are made available.
•  Don’t view or share sensitive personal information in the public Wi-Fi.
•  Choose the best antivirus app for your phone.
•  Read and understand the permissions before you download any new app.
•   Make sure you download apps that are scanned through Bouncer (internal malware scanner in android 

market)
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Disclaimer
The security advisory, and information contained herein, are provided on an “as is” basis and do not imply 
any kind of guarantee or warranty, including the warranties of merchantability or fitness for a particular use. 
Your use of the advisory, and information contained herein. Or materials linked from the advisory, is at your 
own risk. Information in this advisory and any related communications is based on our knowledge at the 
time of publication and is subject to change without notice. Itorizin-labs reserve the right to change or update 
advisories at any time.


